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Tonight’s story: appsec



How it started



1983: internet



1989: world wide web



1996: first CISO



2000: Microsoft releases the secure SDL



2004: the agile manifesto



And here we are … 



And most of it is not even used!



      
   

 
 
 
  
 
  
 
 
 
 
 
 
  
 
 
 
 

        

              

       
       

     

           

              

And it gets worse every day

This is your ability to 
respond, in other 
words: your reason of 
existence



We’ve seen this movie!





Coping with change: 2 ways



Development and Security: how we view ourselves



Why security is failing



Why software development is failing



Development and Security: how we view the other



The bitter reality

Software 
Development

InfoSec





Multiple reasons



100% secure?



Find a new  balance



A change from this



To this
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While preventing this



Step 1: Stop being a department



The Stakeholder Map





 Act on feelings facts

 Sell based on fear advantages

 Security costs resources delivers

 Security restricts enables

 Reactive Proactive

 Adhoc Process

 Only for specialists A task for everyone

Proactive Security Strategy
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Start being an involved participant



Apply military tactics



Modern Leadership



Intrinsically Motivated Teams



Provide challenges & incentives



Guild: Community of Interest



Step 2: Make risk something ordinary



Not all users have good intentions



Threat model the story map



Add security user stories



Learn from mistakes



The Kaizen Mindset

Solving problems

Be prepared to: 
• Invest time and other 

resources 
• Understand the root causes of 

problems 
• Resolve the problems 

completely

Seeing and prioritizing 
problems
Be truly prepared to: 
• Uncover problems 
• Accept them as a part of daily 

life 
• Initiate an action to identify 

the problems that need 
immediate solutions

Sharing lessons learned
Be driven to:
• Share the lessons learned with 

others in the IT organization, 
so they can benefit from it



Don’t wait for bad things to happen; plan them



Step 3: Decentralise security automation



Why development loves automation



Speed vs Quality



Use the opportunity

Developers want to code…
Not do your paperwork…

Embed & 
automate



Automate everything?



Don’t deliver complex final products…

Overcomplexity



Finding the balance



Security enabled vs secure



Think about your secrets and access control!

• Security-sensitive information

• DB User/Pass

• AWS IAM Credentials

• SSL Keys

• Encryption Keys

• Personally-identifiable information (PII) 

• Anything that would make the news ;)



YOU CANNOT HEAR AN ATTACKER
IF YOU DO NOT

LISTEN. 

Logging



YOU DO NOT SEE ANYTHING
IN THE DARK.

Monitoring



Reap the benefits!

56



Everything as Code



Pets versus Cattle Oldtimers and Rental cars

• Oldtimers are given names.

• They are unique.

• They are hand raised and are given proper care.

• When they get ill, they are nursed back to health.

• Flaws are worked around

• Rentals are given numbers.

• They are (almost) identical to one another.

• They are managed as group.

• When they get ill, they are replaced.

• Flaws are unacceptable



Audit Automation

Continuous
Delivery



Continuous security



Step 4: Make security the fast route



Source: http://agilemanifesto.org



Focus on added value



Set simple ground rules



Risk Self Assessment
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Define thresholds
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Use maturity models to track improvement



Enable flow



Step 5: Security as marketing tool



The challenge of being a security stakeholder



Make it public



Summary



Security Agile Manifesto

Source: www.devsecops.org

Leaning in over Always Saying “No”

Data & Security Science over Fear, Uncertainty and Doubt

Open Contribution & Collaboration over Security-Only Requirements

Consumable Security Services with APIs over Mandated Security Controls

Business Driven Security Scores over Rubber Stamp Security

Team Based Exploit Testing over Relying on Scans & Theoretical Vulnerabilities

Proactive Security Monitoring over Reacting after being Informed of an Incident

Shared Threat Intelligence over Keeping Info to Ourselves

Compliance Operations over Clipboards & Checklists



A successful cooperation



Don’t reinvent the wheel



Utopia here we come!



Remarks & Questions


